
Multi-layered network 

security features

NETWORK CONNECTORS

Site-to-Site

Smart Remote Access

USER AUTHENTICATION AND 


MANAGEMENT

Multi-factor authentication

Biometric authentication

Single sign-on

User provisioning

Cybersecurity to enable all ways of working

nordlayer.com

Trusted by industry leaders around the world

NordLayer Browser Extension is compatible with


Browsers

Protected and secure connection within browser limits

Mozilla FirefoxGoogle Chrome  Microsoft Edge

NordLayer app is compatible with

Operating Systems

Protected and secure connection on the device level

LinuxAndroid WindowsmacOSiOS 
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name.surname@email.com

Compatibility with Identity & Access 
Management and Authentication systems

OneLogin

Google Workspace

Entra ID (Azure AD)

Okta

OneLogin

JumpCloud

A solution to resolve growing 
complexities of work in the most 
accessible and organization-friendly way

Intuitive Control Panel

Hardware-free SaaS solution

Tech-savvy 24/7 live support

Help Center & knowledge resources

NETWORK SECURITY

Device Posture Security

Dedicated server with Fixed IP

Virtual private gateways

Cloud Firewall

Shared gateways

IP allowlisting

NETWORK MONITORING

Activity monitoring

Device Posture Monitoring

Server usage analytics COMING SOON

SECURITY CONTROLS

Auto-connect

Always On VPN

Idle session timeout

Custom session 

duration COMING SOON

URL-based split 

tunneling BROWSER EXTENSION

INTERNET ACCESS SECURITY

Shared gateways

Encryption

IP masking

NordLynx

ThreatBlock

DNS filtering by category

Custom DNS

Deep Packet Inspection 

Your logo

https://nordlayer.com/
https://downloads.nordlayer.com/ext/latest.xpi
https://chrome.google.com/webstore/detail/nordlayer-browser-extensi/pilehkefiejmhdldhbajgajlcgggohkj
https://microsoftedge.microsoft.com/addons/detail/nordlayer-browser-extensi/gilhijpofjplcglofihdifngpfkllphh



